Programmable Web Project

Exercise 3
Implementing REST APIs with Flask
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eStudents are able to design and implement
a Web API following REST architectural style
principles using existing web frameworks.
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Learning outcomes (I1)

eStudents are able to write unit and
functional tests to inspect their APIS.

ASieuelen{—s—aFe—abLe—te—eleeumeﬂt—the#—Web
APRlsusing adeguate seftware tools:

eStudents are able to implement simple

software applications that make use of the
APls.
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FLASK-RESTFUL
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Flask-REST

eLibrary that applies the ROA principles to Flask

framework
— http://flask-restful.readthedocs.org/en/latest/index.html

eMain characteristics

—Substitutes view function calls with object calls

e Implementing classes which extends
flask.rest.restful.Resource

e |[ts main functionality encapsulated in the
flask.rest.restful .Api
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http://flask-restful.readthedocs.org/en/latest/index.html

Flask REST framework

e Skeleton

class Message (Resource):

#DELETE
def delete(self, *uritemplatevariables):

pass
#GET
def get(self, *uritemplatevariables) : ( Methods:
pass Lriae?claoodne maps to one HTTP
#PUT
def put (self, *uritemplatevariables):
pass
#POST

def post(self, *uritemplatevariables) :

pass
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Flask REST routing(l)

e We need to create an Api object which will enclose all Flask-
Restful functionality

from flask import Flask

from flask restful import Api
app = Flask(_name )

api = Api (app)

 All new endpoints registered using the Api.add resource
method:

api.add_resource (Message, ' /forum/api/message/<messageid>’)
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Name of the Resource
Edass . } [URL path (including path variables) ]
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Flask REST routing (1)

e The method receives extra arguments if the associated
uri template contains template variables

api.add resource (Message,
'/forum/api/message/<messageid>/)

class Message (Resource):
def get(self, message id):

pass

\l/
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Flask REST routing (I1)

e Reverse routing:

e Mechanism to get dynamically the url associated to a resource.
 HATEOAS!!! -> Never hardcode the URLs in the response!!!

resource url= api.url for (resource class,
**yuyrltemplatevariables)

e Example:
e Resource Message; url = /forum/api/messages/<msg-id>
e |f we want to get the URL associated to a Message with id msg-1

api.url for (Message, messageid = 'msg-1')

e Generates the url: /forum/api/messages/msg-1 NP

R/
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Flask-REST framework.
Request object

flask.request is a globally accessible variable
which contains HTTP request information.

ATTRIBUTE /
METHOD DESCRIPTION

A string containing the request boty

.data

.args A dictionary with the URL query parameters

.headers A dictionary with HTTP request headers.
Parses the incoming JSON request into python

.json dictionary.
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Flask-REST framework.
Response object

e Each one of the HTTP methods return a tuple that is

transformed into a response object.

return data, status_code, head%rs

RN =2
Data: The statu‘s code as A dictionary the keys are the
String or Python int headers name and values are the
dictionary. header values

e You can return also use the Response object:

return Response (data=None, status=None,
headers=None, mimetype=None)

e Flask tries to serialize response in right format (Accept
header).
— Does not support hypermedia type => use json.dumps ()
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HYPERMEDIA
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Generating hypermedia

e |[fyou find a parser / serializer library for your hypermedia
format use it.

Hypermedia
format

Python Database
(json + structure + ::: dictionary ::: Model

vocabulary)

e Otherwise, implement it (e.g):

MasonBuilder (dict) ->Extend dictionary class to support
structure and Mason vocabulary

InventoryBuilder (MasonBuilder)-> APl Resource specific

subclass -> Uses application semantics \l/
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Schemas

Mason uses JSON Schema schemas to define the structure
of the HTTP requests of PUT and POST methods.

Define the schema as dictionary

def sensor schema() :

props["name"]

"w type" :
}

"description":
"string"

schema = {

"type": "object",

"required": ["name", "model"]
}
props = schema["properties"] = {}

= {

"Sensor's unique name",

= {

props ["model"]
"description": "Name of the sensor's model",

"type": "string"
}

return schema

Use jsonschema.validate to check if the received requests is

valid
\ls
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https://json-schema.org/

Returning Profiles and Link relations

e The profile and link relation documenation should be
accessible by the REST clients.

1. If the documentation is stored in your server
. Store the files in a folder named static
. Use the flask.send from directory

from flask import send from directory
app = Flask( name , static folder="static")
@app.route ("/profiles/<resource>/")

def send profile html (resource) :
return send from directory(app.static folder, "{}.html".format (resource))

2. Ifthe documentation is stored in external server
o Use the flask.redirect

from flask import redirect

@app.route ("/profiles/<resource>/")
def send profile html (resource) :
return redirect (completeurltotheprofile)
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TESTING
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Functional testing in Flask (I)

e Flask provides an HTTP test client

from app import app, db
client = app.test client ()

#Sending HTTP requests

resp = client.get (url)

resp = client.put (url, data="string data”, headers={})
resp = client.post(url, data="string data”, headers={})
resp = client.delete (url)

#Accessing the response
body = resp.data
status = resp.status code

header resp.headers #Dictionary of headers

\l/
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Functional testing in Flask (Il)
e Use pytest

# based on http://flask.pocoo.org/docs/1.0/testing/
@pytest.fixture

def client () :
db fd, db fname = tempfile.mkstemp ()
app.config["SQLALCHEMY DATABASE URI"] = "sqglite:///" + db fname
app.config["TESTING"] = True

db.create all()
_populate db()

yield app.test client()
db.session.remove ()

os.close (db_fd)
os.unlink (db fname)

e Use test cases as you did for the database
— Remember that the Flask HTTP client is passed as argument to the test!!!

def test post valid request (self, client):

valid = get sensor json()
resp = client.post (self.RESOURCE URL, json=valid)
assert resp.status code == 201
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Functional testing in Flask (Il)
What to test?

— Resources are created, modified and removed correctly
— Structure of the responses are correct
— Headers and status code are correct

— Your API response correctly to incorrect Request(wrong
url, wrong format, wrong headers...)

— In hypermedia, check that the controls are correct

Coverage

— Use coverage plugin to check how many lines of your
code has been testing.

— Aim for high coverage (>95%)
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PROJECT LAYOUT
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Suggested layout

e In the exercise everything in one single file, BUT ...
e Recommended structure for your project:

[your/project/root/ e Other recommendations:
F— MANIFEST.in
Fl: REiD:Epf;d — Application factory: separate
— sensorhub development, production, testing
| F— init  .py . .
| — api.py — Configuration to config.py
| F—— models. . .
| seiiey — Use blueprints to separate different
: :— l_u/ APIs / different APIs functionalities:
__init  .py
: : ||: deployment.py e e.g. Adminvs User
location.py
| | b measurement.py — Make your project installable
| | L sensor.py . .
| L static/ — Use command line interface for
e administrative tasks: e.g. create /
— api_test.py populate the database.
— dbitest.py \ls
— utils.py SEE THE FLASK API PROJECT LAYOUT IN LOVELACE [I.I\:’.I]
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